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1. O6wue nonosxcenusn

Hacrosmee Ilonmokenuwe ompenenser TpeOoBaHWs 1O OOECIEeUeHHI0 Oe30MacHOCTH
aBTOMAaTH3MPOBaHHOM HH(opManmonHo cuctembl (manmee - AWC) TBIIOY BO
«Bnagumupckuii arpapHblil kosutex» (nanee — Oneparop).

AUC npexacrasnser coboit IT-cucremy, npenHazHadeHHYIO JJIi aBTOMATU3ALUHU MTPOLIECCOB
dbopmupoBanus, o0OpabOTKM W aHajduW3a MHPOPMAIMM TIO OCHOBHBIM HaIlpaBJICHUSM
nesiteapHOCTH Oneparopa.

OcHoBHBIMU (YHKIIMOHATBEHBIMU BO3MOXKHOCTIMU AVC Oneparopa sBISIOTCS:

e (opMHUpOBaHME, XpaHEHHE U OOHOBJICHHE CBEJICHUI O CTPYKTYype YUeOHBIX MOJpa3/IeIeHui
Oneparopa;

e (opmMHupOBaHME, XpaHEHHE U OOHOBJIICHHE CBEICHHUH O IPENoJaBaTelIbCKOM COCTaBE H
COTpYIHUKaX y4eOHBIX monpa3aenenuit Oneparopa;

e (¢opMupoBaHUE, XpaHEHNE U OOHOBJICHHWE CBEACHHI 00 WHIAMBUIYATbHBIX TJIaHaX PaOOTHI
MPenoaBaTeIbCKOro COCTaBa;

e (dopmupoBanue, XpaHeHHe U OOHOBJCHHE CBeACHUUW 00 ydeOHOM  (y4eOHO-
IIPOM3BOJICTBEHHOM) Iu1aHe Oneparopa;

e (¢opMmupoBaHHE, XpaHEHHME W OOHOBJEHHWE CBeJAeHUH 00 ydeOHOW  Harpyske
MPenoaBaTeIbCKOro COCTaBa;

e (opmupoBaHue, XpaHeHHE U OOHOBIIEHHE CBEICHUN O HAYYHOW M y4eOHO-METOTUYECKOU
MPOAYKIIMH (METOJNYECKUE PEKOMEH ALK, YueOHbIe TOCO0HsI, MOHOTpadHH, MyOIUKaLKN)
MPenoaBaTeIbCKOro COCTaBa;

e (dopmupoBaHue, XpaHeHHWE W OOHOBIEHHE CBEICHUN 00 OOYy4arOmMXCs, MPOXOISIIUX
oOyuenue y Oneparopa;

e (opmMHupoBaHME, XpaHEHHE M OOHOBIIEHHE CBEIEHHUI O pe3ynbraTax y4eOHOro Impolecca
(MTOTH TECTUPOBAHUS, IK3AMEHOB);

e aHaiMTHYecKas o00paboTka wWH(pOpMaUM O TPOBEACHUU YUEeOHOTO IMpoIecca Kak 3a
OTUETHBIN NIEPHUO/I, TAK U O TeKYIIEH JeATEIPHOCTH YUeOHBIX Toapasaenenuii Oneparopa.

B kauectBe nndpopmaruu, moiexaneii 3anmure B AUC OmnepaTtopa, paccMaTpuUBarOTCS:

® T[IEpCOHAJbHBIC JAHHBIE TMPENOAABATEILCKOTO COCTaBa M COTPYAHUKOB  yUEOHBIX
MOJIpa3IeJICHH;

o HepCOHaHLHBIG JAaHHBIC 06yan0Lu1/1xc;1, HpOXOI[HH_II/IX nu HpOH_IGIIH_II/IX 06yquMe;

L] HepCOHaHLHBIG JaHHBIC aIIMI/IHI/ICTpaTI/IBHO-XO3$II‘/JICTBCHHBIX HOl[paSI[eJIeHHfI.

[Tpu obecnedeHnn 0€30MACHOCTH MEPCOHANBHBIX NAHHBIX B HH(OPMAIIMOHHOW CHCTEME
Omnepatop pyKOBOJCTBYETCS CIEIYIOIIMM: BEIOOP CPENICTB 3aIIUTH HH(DOPMALMK IJI1 CUCTEMBbI
3alUThl TIEPCOHANBHBIX JAHHBIX; OMPEJCIICHNe THIIA Yrpo3 OE30MaCHOCTH MEePCOHATBHBIX
JAHHBIX, aKTYAIbHBIX 7151 HH(OPMAIIMOHHON CHCTEMBbI; YCTAaHOBIIEHHE U OOecrieueHnue ypOBHS
3aIMIIEHHOCTH TMEPCOHAIBHBIX B MH()OPMALMOHHOW cucTemMe mpousBoautcs OmepatopoMm B
COOTBETCTBHMH C TpeOOBaHMSIMHU K 3alluTe TEPCOHAIBHBIX JAHHBIX NPH HX 00pabOTKE B
MH(POPMAIIMOHHBIX CHCTEMaX MEePCOHAJBHBIX MJAHHBIX, YTBEPKIEHHBIX IMOCTAaHOBICHHEM
[TpaBurensctBa P® ot 1 HOs6ps 2012 1. N 1119.

OCHOBHBIMH rpymnmnaMu yrpo3, Ha TMOIPOTHBOCTOAHUC KOTOPBIM HaAIPaBJICHBI LOCIH H
TpeboBaHUsI OE30MACHOCTH, SIBJISIOTCS:

® yIpo3bl, CBA3aHHBIE C OCYLIECTBICHUEM HECAaHKLIMOHUPOBAHHOI'O JOCTyNa (0O3HAKOMIICHMSI)
c wuH(pOpMAIMEH, coaepKallell CBeNeHUS O TMEepPCOHATBHBIX JaHHBIX pPAOOTHHUKOB U
oOydJaronuxcs, mpu ee 00paboTKe U XpaHCHUH,

® YIpo3bl, CBSI3aHHBIC C HECAHKIIMOHUPOBAHHBIM KOMHPOBAHHWEM (XHIICHHWEM) MH(POpPMALUH,
coJiep KalIei CBEJICHNUS O IEPCOHAIBHBIX JaHHBIX PAOOTHUKOB M 00YYaIOIIHXCS;



® YIpoO3bl, CBSI3aHHBIE C OCYIIECTBICHHUEM JOCTYIa K UH(OpMAIMH, COAEpIKaIlell CBECHUS O
MEPCOHAIBHBIX JaHHBIX PAOOTHUKOB U OO0ydaromuxcs, 0e3 pa3penieHus Ha TO €€ Blajenblia
(cyObekTa nmepcoHaIbHBIX TaHHBIX);

e VYIpo3bl, CBSI3aHHBIE C HApPYIICHWEM IMOpSAIKa JOCTyma K HWH(OPMAIUHU, COISpKaIIei
CBEICHUS O  TEPCOHAIBHBIX JAHHBIX pAOOTHUKOB M OOYYaIONIMXCS, NepeaaBacMoi
3aMHTEPECOBAHHBIM JTUIAM;

® YIpO3bl, CBSI3aHHBIE C MEPEXBATOM HH(OPMAINH, COAEpIKaIIeH CBEIEHHS O TEePCOHATBHBIX
TaHHBIX PaOOTHUKOB M OOYYAIOLINXCS, U3 KAaHAJIOB TEepelavyn JaHHBIX C MCIOIb30BAHUEM
CHEIMATM3UPOBAHHBIX MPOTPAMMHO-TEXHUYECKUX CPEJICTB;

e VYIpoO3bl, CBsI3aHHBIE C TMOTepeil (yTpaToil) HWHGOPMAIMH, COJEp)KAIIed CBEACHHS O
MEPCOHAIBHBIX JTAHHBIX PAO0OTHUKOB M OOYYalOIIUXCs, BCJIEICTBHE COOEB (OTKAa30B)
MPOrPaMMHOTO | alapaTHOro 00eCeYeHHUS,;

® VYIpO3bl, CBSA3aHHBICE C BHEJPEHUEM KOMITBIOTEPHBIX BHUPYCOB M JPYTOTO BPEIOHOCHOTO
MIPOTPaMMHOTO 00ECTICUCHHS;

® yIpo3bl, CBS3aHHBIE C OCYIIECTBICHHEM HECAHKIIMOHUPOBAHHBIX HH(POPMAIIMOHHBIX
BO3JICHCTBUI (HAMPaABICHHBIX HA «OTKa3 B OOCIY>KUBAHUMY» JJII CEPBUCOB, MOAU(PUKAIIUIO
KOH(UTYpaIIHOHHBIX JTAHHBIX POTPaMMHO-aNapaTHBIX CpPEACTB, noo0p
ayTeHTU()UKALMOHHOW MHPOPMALIUH H T.I1.).

OyHKIIMOHANTBHBIE TpeOOBaHUS 0€30IaCHOCTH OXBATHIBAIOT:

e TpeOOBaHUS K OCYIIECTBICHHUIO ayIuTa 0€30MMaCHOCTH;

e TpeOOoBaHUS K 00ECIIEUEHHUIO TIOUIMHHOCTH CYOBEKTOB 0OMEHa HH(pOpMaIKeH;

e TpeOOBaHUS K KPUNITOrpahUIeCKOil MOAIEPHKKE;

e TpeOOBaHUS K 3alMTe MHYOPMALMHU, COJAEpKalled CBEeIEHHS O MEePCOHAIBHBIX JTAHHBIX
pabOTHUKOB M 00yUaIOIINXCS;

e TpeOoBaHUA K HACHTH(PUKAINK U ayTeHTU(UKAIUU TTosib3oBaTeneit AVC;

e TpeOOBaHUS K YIPaBICHUIO 0€30MMaCHOCTHIO;

e TpeOOBaHUSA K 3alTUTE CUCTEMBI 0€30ITaCHOCTH.

2. Ocnoenwie pynkyuonanvuvie eosmoxncnocmu AUC, ceazannvie
c obecneyenuem 6ezonacnocmu (3augumoil ungopmayuu)

2.1. 3amura JaHHBIX HOJIL30BaTEIA

AUNC nomxHa OCYIIECTBIATh (QYHKIIUU M TOJIUTHKY HW30MPATETHHOTO (IUCKPEIMOHHOTO)
yhpaBieHus: AocTynoM. M30upartenbHoe yrpaBieHHWE JOCTYHNOM JOJDKHO TPEAOCTABISAThH
BO3MOYKHOCTh OTPAaHWYMBATH M KOHTPOJMPOBATH IOCTYH K CHCTeME W K WH(OpPMaIHUH,
Collepn(amef/i CBCACHUA O NNCPCOHAIBHBIX JaHHBIX.

Kaxnapiii I[lonp3oBarens, mnbiTaromuidcs noiayuuth goctyn kK AMC, cHawana noipkeH
NPOXOAUTh MPOLENypy HISeHTHU()UKAIUU U ayTeHTU(UKaLWu, a 3aTeM, IpH TOMIBITKAX
MOJTYYEHUs JOCTyIa K aKTUBaM, — aBTOPHU3AIIMIO, T.€. IPOBEPKY paspemieHuii [lonp3oBarens mo
OTHOIICHUIO K KaKOMy-JII/I6O 3amnmaeM0My aKTI/IBy.

B AUC noctyn k mHbOpMaIMu T0HKEH OBITh pa3pelieH TOJbKO YIIOJHOMOUYEHHBIM Ha 3TO
[Tonb3oBarensiMm. Moaens 3ammutel AVMC noikHa BKIIOYATh KOMIIOHEHTHI, KOTOPBIE PEeau3yloT
KOHTPOJIb CYOBEKTOB JOCTyMa, NEUCTBHM, MPEANPUHUMAEMBIX KOHKPETHOW CYIIHOCTBIO TIO
OTHOIIECHHIO K OOBEKTY JI0CTYyTA.

Kaxnprii  00bekT poctyma, mnpencraBieHHbii B AWC, nomwkeH OBITh OJHO3HAYHO
acCOIIMUPOBaH C HAOOpOM aTpuOyTOB OE30MACHOCTH, OINPEACTSIONNX 0e30MacHOCTh
3amuimaeMoro oobvekra. J[aHHBIM HaOOp aTpuOYTOB JOJKEH (HOPMHUPOBATHCS TPH CO3TAHUH
06’beKTa " BIIOCJIICACTBUU MOXET MECHATHCA. W3menenue ux 3Ha4eHUN JOJIXKHO GBITB OGGCHG‘IGHO



Tonbko [lonb30BaTensiM, MMEIOLIMM CTaTyC BIIafeblla 0OBEKTa, a TaKKe CyObhEeKTaM, KOTOPhIM
[IPEAOCTABIIEHBI COOTBETCTBYIOIIME MIOJTHOMOYHS.

[IpaBa nmoctyma CyOBEKTOB K OOBEKTY IOJKHBI OINPEACTSATHCS TOCPEACTBOM CIHCKA
yrnpapieHuss goctynoM. CHUCOK yIpaBiIeHUS JOCTYIIOM JIOJDKEH BKJIFOYATh TIePEYCHb
MOJIb30BaTeNeH, KOTOPBIM pa3pemieH JOCTyll K OOBEKTYy, a TakKe Ha0op IOMyCTHMBIX Haj
00BEKTOM JIEWCTBUIA.

2.2. Ayaut coObITHIT 0€30IaACHOCTH

ANC pomxHa obecrieunBaTh HAOOP CPEACTB ayAuTa, MpeJHa3HAYSHHBIX JUIsi MOHUTOPHHTA
1 OOHAPY)KCHHsI HEKENATeIbHBIX YCIOBHM, KOTOPhIE MOTYT BO3HUKHYThH, a TaKKe COOBITHIA,
KOTOPBIE MOTYT TMPOU30UTH B cHCTeMe. MOHUTOPUHT OTHOCSIIUXCS K O€30MacHOCTH COOBITHI
JOJDKEH TO3BOJISATH OOHAPYKMBATh HApYIIUTENEld OE30MacHOCTH, a TAKXKE BBISABISATH IMOMBITKH
HecaHKIMOHUpoBaHHOrO aoctyna kK AWMC wunm goctyma K 3ammimaeMod WHGOpPMAIIUH.
B yactHOCTH, ompenenss MOJUTUKY ayauTa, YIOJHOMOUYeHHBIH aamuauctparop AUC nomken
UMETh BO3MOXHOCTh OCYIIECTBJISITH ayJUT TOJBKO HEOOXOAMMBIX THIIOB COOBITHUIH
0€30IaCHOCTH, TaKUX KaK HEyJauHbIe MOMBITKU MOAKIIOueHHs nosnb3oBateneii k AWC. 3anuch
PE3yNbTAaTOB ayJauTa COOBITUI OE30MACHOCTH JIOJKHA OCYILECTBIATHCS B *KYPHAIIbI pErHCTpaIlii
COOBITHH ayIuTa, IOCTYN K KOTOPOMY JOJDKEH OBITh pa3pelieH TOJIBKO YIOJHOMOYEHHOMY
agmuauctpatopy AMC. TIpocMOTp IKypHAjJOB pETHCTpAlldd COOBITHH ayauTa JIOJDKEH
BBITIOJIHSIETCSL ¢ Hcnoib3oBaHueM cpeactB AUC (cneunanu3upoBaHHBIX WHCTPYMEHTAIBHBIX
cpenctB). JlaHHble cpencTBa  JOMDKHBI  MPENOCTABIATH BO3MOXHOCTH MOHHUTOPHHTA U
pPETUCTpAIMH TOJILKO TEX COOBITHIA ayiuTa, KOTOPHIE YIOBIECTBOPSIIOT 3aJAHHBIM KPUTEPHUSIM, UTO
MTO3BOJIUT OTPAHUYUTH O0BEM JaHHBIX, COOMPAEMBIX O COOBITUSAX O€30MaCHOCTH.

2.3. UnenTupukanust 1 ayreHTHpuKanus

AUC nomxua TpebOBaTh, 4TOOBI BCE CYOBEKTHI JOCTYIA YHHUKAIBHO UACHTU(PHUIIMPOBAIHCH
u ayreHTHGUIHpoBaIuch npu noctyne kK AVC ¢ momompio BBOAa HACHTH(UKATOPA U MapOJIs.
Wnentudukanuss ¥ ayTeHTU(HUKAIMS JOJDKHBI OCYIIECTBIATHCA 10 BBIMOJIHEHUS CYOBEKTOM
noctyna  Kakux-nmuoo  gedctBuii.  AWC  momkHa — mOAnEpKUBATh  ayTEHTHU(DHKAIIHIO
Ilons3oBareneit BMmecTe ¢ UX aBropusauuein. IIpemycmarpuBaercs, YTO aBTOPHU3ALIU
[Tonb3oBareneil mpeacTaBisieT HaYalIbHBIA YPOBEHB Ul pa3pelieHus TOCTYIa K JOKAJIbHBIM U
CETEBBIM PECYPCaM.

AUNC nomxkna obOecrneunBaTh XpaHEHHWE TMaposie B mpeoOpaszoBanHoM (dopmate. ANC
JOJDKHA TIPEIOCTaBISITh CPEACTBAa YCWJIEHHs O€30MacHOCTH Tapojiel depe3 HCIOJIb30BaHHE
MEXaHU3MOB, TO3BOJISIOUIMX  ONPENEIUTh MHHHMAJIbHYIO JJIMHY, BpeMs JeWCTBUs
(MHHMMAaTbHOE M MAaKCHMAallbHOE), 3aJaTh TPeOOBAHHE YHHKAIHHOCTH (HETIOBTOPSEMOCTH) W
BpEMSI CMEHBI MTapOoJIs.

ANC nomkHa NpenocTaBiIsATh MEXaHW3M OJIOKHMPOBAHUS YYETHOM 3aluCH IOJIb30BaTEIs
MoCJie ONPEeNIEHHOT0 KOJMYEeCTBa IONBITOK BBOJA HEMPAaBUILHOTO MMEHU W/WUIU TapoJis
MOJIb30BATENs 10 ee pa3diokupoBaHus aaMuHucTparopoM AVC miM 1o MCTEYEHHUU BPEMEHH
NeCTBUS, 3a1aHHOTO JIJIs1 CUETYHKA OJJOKMPOBKH.

2.4. 3ammTa cucteMbl 0€30MACHOCTH

ANC pomkHa TPeNoCTaBIATh PSA BO3MOXKHOCTEH MJIsi OOCCIICUEHUS 3aIlUThl CHUCTEMBI
6esomacHocTH. M3omsmusi mpoueccoB U MOAJAEP)KAaHUS JOMEHa O€30MaCHOCTH JOJIKHBI
obecnieunBaTh O6e30macHoe BhIMOTHEHHE QyHKIUI cuctembl O6e3onacHoctu AVIC. Bo3moxHOCTB
OCYIIECTBJICHUS TIEPUOTUICCKOTO TeCTUpOBaHus cpenbl GyHkmuonupoBanus AVUC (anmapaTHoii
JacTh) U COOCTBEHHO camux (QyHKIU cuctembl OezomacHocTH AWC nmomkHO oOecnednBaTth
nojaepxaHue yBepeHHOCTH aamuHucTpatopa AMWMC B 1ETOCTHOCTH M KOPPEKTHOCTH
(GyHKIMOHUPOBAHUS PYHKLIUN CHCTEMBI 0€30IaCHOCTH.



3. OcHnoeHnble ¢yHKl{u0Haﬂbele 6O3MONCHOCMU NOGLIEHUSA HAOCHCHOCMU

AUC nomxHa obecrieunBaTh HA/IEKHYIO 3aLIUTY JAHHBIX OT HEMPEIBUAECHHBIX COOEB HMIH
OTKa30B CHUCTEMBI, 00ecreunBas CIEAYIOLIME BO3MOKHOCTH 10 MOBBIIIEHHUIO HAJEKHOCTH.

3.1. Pe3epBHOEe KONMPOBaHHE JAHHBIX

B AUC pomxHBl BXOJIUTh CTAaHAAPTHBIE CPEICTBA MPEIOTBPAIICHUS MOTEPH AAHHBIX U UX
BOCCTaHOBJICHUS B ClTydae BO3MOXKHBIX cOoeB. MMmeromuecs cpecTBa pe3epBHOTO KOMTMPOBAHMS
AOJDKHBI  MPEAOCTABJIATH ITonmp3oBaTenssM BO3MOXKHOCTH 135160pa PA3JIMIHBIX CTpaTeFI/Iﬁ
PE3epBHOTO KOMUPOBAHMS, 00ECIIEUNBAIOIINX HEOOXOIUMBIN YPOBEHD 3aIUTHI IAHHBIX B CITydae
BO3HHKHOBEHHUS cOO€EB B pa60Te CHUCTCMBI, IPU 3TOM ITonp3oBaTensMm AOJIKHA TPCAOCTABIIATLCS
BO3MOXXHOCTE BBIIIOJTHEHUA PE3CPBHOI0 KOMMUPOBAHHA OaHHBIX Ha HCECBEMHBIC M CHCMHBIC
YCTPOMCTBA XpaHEHUS.

3.2. BoccTaHOBJIeHHE CHCTEMBI

cDyHKI_II/IOHa..]IbHLIe BO3MOXHOCTHU BOCCTAaHOBJICHU S CHUCTEMbI JOJIKHBI IIO3BOJIATH
Bo3Bpamarb AMC B cocrosHme, mpexamectBytomee co6oro. [Ipu stom B AUC He momxHO
MMPOUCXOAUTH TOTCPHU (JII/I60 MNOTCPU JOJIZKHBI GBITB MI/IHI/IMaJIBHBI) 1 UCKAXCHUA JAaHHBIX.

3.3. CpeacTtBa aIMMHHUCTPUPOBAHUSA, YIIPABJICHUSA U MOAEPKKHA

B coctaB AVC nomkHBI OBITH HHTETPUPOBAHBI TpadUUECKHe CPECTBA aIMUHUCTPUPOBAHUS
W/WINA YTUJIUTBl KOMAaHTHOW CTPOKH, oOecreuuBaromume 3PQGEeKTHBHOE MOJHOMACIITAOHOE H
ruoKoe yrpasieHue (B TOM YHCJIE MOHUTOPHUHT).

4. Cpeoa oe3onacnocmu AUC

4.1. Moaean yrpo3s, xapakrepubie 1ist AUC

4.1.1. OcyuiecTBaeHUE HECAaHKIIMOHUPOBAHHOTO O3HAKOMJIEHHUS C TEPCOHAIbHBIMU
JTAHHBIMU PaOOTHUKOB U 00YYaIOIIHXCS.

M cToYHHMKH YIPO3bI — BHEIIHUN 3JI0yMBIIUICHHUK.

Crnoco6 (Meroa) peanu3anuu Yrpo3bl — InepexBaT WHPOPMAIUM U3 KaHAJIOB Iepeaavu
JTAHHBIX C UCTMIOJIb30BAHNEM CICIIHATM3UPOBAHHBIX MPOTPAMMHO-TEXHUYECKUX CPEJICTB.

Hcnonb3yemble ySA3BMMOCTHM — BO3MOXKHBIE HEJIOCTAaTKM MEXaHHU3MOB  3alUThHI
nH(popMalUy TpU ee mepefaue Mo KaHajaM Iepelayd JaHHBIX, CBS3aHHbBIE C BO3MOXKHOCTBIO
HECaHKIIMOHUPOBAHHOTO 0O3HAKOMJICHHSI C TIepeiaBaeMoil HH(popMaruei TPeTbUX JIUII.

Bun undopmannu, noTeHUUAJBLHO TMOJABEP:KEHHOH Yrpo3e — IEpPCOHAJbHbIC JTaHHBIE
pabOTHUKOB M 00YYaIOIIHXCSI.

Hapymaemoe cBoiicTBO 0€301aCHOCTH — KOHPUICHITHATHHOCTD.

Bo3mo:kHbIEe MOC/HECTBUS peajqu3allid Yrpo3bl — HAHECCHHS MOPAJIbLHOTO H/WIN
MarepuaibHOTO yiiepba Juily, (UrypupyromemMy B nepexBaueHHON wHbopmanuu. Hanecenue
KOCBEHHOTO MaTEepPHAIILHOTO yIiepOa 00pa30BaTeIbHOMY YUPEIKICHHIO.

4.1.2. OcyuiecTBIeHUE HECAaHKIIMOHUPOBAHHOTO O3HAKOMJIEHHUS C TMEPCOHAIbHBIMU
JAHHBIMU PaOOTHUKOB U 00YYAIOMUXCS U X MOaUpUKAIs (B TOM YHCIIE TIOJIMEHA).

M cToYHHMKH YIPO3bI — BHEIIHUN 3JI0yMBIIUICHHUK.

Crnoco6 (MeToa) peanu3anuu yrpo3bl — InepexBaT WHPOPMAIUM U3 KaHAJIOB Iepeaavu
JaHHBIX C HCIONB30BAHUEM CIICIIUATU3UPOBAHHBIX IPOTPAMMHO-TEXHUYECKHX CPEJNICTB;
Moaudukaius (B TOM YHCIIE€ TOJIMEHA) MepexBaueHHONW MH(POPMAIIMK U HaBSI3BIBAHHUE JIOKHOM
uHpOpMaIUH.



Hcnoab3yemble yA3BUMOCTH — HEIOCTATKHM MEXAaHHM3MOB 3alUThl MH()OpPMALUU TIpU €e
nepenaye 1Mo KaHajiaM Nepegadyu JaHHBIX, CBA3aHHbBIE C BO3MOKHOCTHIO HECAaHKIIMOHUPOBAHHOTO
03HAKOMJICHUS U MOou(UKaIMK (B TOM YHCIIE TIOMEHBI) TiepeaaBaeMoi HH(OpMAIIUU.

Bun undopmannu, moTeHUUAJBLHO MOJABEPKEHHOH Yrpo3e — IEpPCOHAJbHbIC JTaHHBIE
pabOTHUKOB M 00YYaIOIIHXCSI.

Hapymaemble cBoiicTBa 6€30MaCHOCTH — KOHPUICHIIMATBHOCTb, IIETOCTHOCTD.

Bo3mo:kHbIEe MOC/IECTBUS peaju3allid Yrpo3bl — HAHECCHHS MOPAJIbLHOTO H/WIN
MarepuaibHOTO yiepda iy, (UTypupyroIeMy B TIepeXBayeHHOW WHGOPMAIMK H3-3a
HECaHKIMOHUPOBAHHOTO PACKPBITUS KOH(PHUACHIUATHHOW WH(GOPMAIIMK WA PACIPOCTPAHCHHUS
PacKpbITHIX JaHHbIX. HaHeceHHe KOCBEHHOTO MaTepualbHOro yiiepdba o0pa3oBaTeIbHOMY
YUPEKICHUIO.

4.1.3. Hapyuienue 1OCTYITHOCTH, yTpaTa WM UCKa)KEHUE MTPELOCTABIISIEMBIX IEPCOHAIBHBIX
JAHHBIX PAOOTHUKOB M OOydYaromuxcsi BCieAcTBHE c00eB (OTKa30B) MPOrPaMMHOTO H
anmapaTHOro 00eCIeueHusl.

Hcrounnku yrpo3sl — mporpaMMHOE U anmapaTHOe oOecrieyeHue.

Cnoco0 (MeToa) peajm3anuu Yrpo3sl — cOou (0TKa3bl) MPOTPAMMHOTO U alMapaTHOTO
o0ecrnieveHusl.

Hcnoab3yemble YS3BHMOCTH — HEIOCTATKM MEXAaHHU3MOB O0OECIEUYEHHsS TOCTYIMHOCTH
TpeOyemoli HWHGOpPMAIMH, CBS3aHHBIE C BO3MOXXHOCTBIO OJOKHPOBAHHS TPEIOCTABICHHS
uHOpMaIUK Ha HEAOMYCTHMOE BPEMS.

Bun undopmannu, moTeHUUAJBLHO MOJABEP:KEHHOH Yrpo3e — IEpPCOHAJbHbIC JTaHHBIE
pabOTHUKOB M 00y4aeMBbIX.

Hapymaemoe cBoiicTBO 0€30MaCHOCTH — JOCTYITHOCTb, TOCTOBEPHOCTb.

Bo3mo:kHbIE MOCJHEICTBUS peaju3allid  yrpo3bl — HApyIIGHHE CO CTOPOHBI
00pa3oBaTENbHOTO YUPEKICHUS B3SITHIX Ha ce0s 00513aTeNbcTB MO 00paboTKe TMepCcOHATbHBIX
JaHHBIX pa6OTHI/IKOB )41 06yqa10mnxc;1 U MOXCET HNPUBECTU K MNPAMOMY HJIM KOCBCHHOMY
MaTepuaIbHOMY yIIepOy 00pa3oBaTEILHOMY YUPEIKICHUIO.

4.1.4. Hapymienue coriacoBaHHOCTH JaHHBIX B TEPCOHAIBHBIX JAHHBIX PAOOTHUKOB W
o0yyJaromuxcsi BCIEACTBHE cOOEB (OTKAa30B) MPOrpaMMHOIO M almapaTHOro oOecredyeHus, a
TaKKe OMMOOK TIEPCOHalIa 00pa30BaTEIBLHOTO YUPEKICHHS.

HcrouyHnku yrpo3sl — TMpPOrpaMMHOE M ammapaTHOe oOecredyeHue, IIepCoHa
00pa3oBaTeNbHOTO YUPEKICHUSI.

Cnocod (MeToa) peajm3auuu Yrpo3bl — cOou (OTKa3bl) MPOTPaMMHOTO OOECTIeUeHUs U
OImMOKH MepcoHaIa 00pa3oBaTEILHOTO YUPESKICHHS.

Hcnoab3yemble ySI3BUMOCTH — HEJOCTATKH MEXaHHU3MOB OOECIIEYEHHs COTJIACOBAHHOCTH
nanHbiX B B/l AUC, cBsi3aHHBIE C BO3MOKHOCTBIO HAPYIIEHUS COTJIaCOBAHHOCTH.

Bun uHdopManuy, NOTEHUHAIBHO IOJABEP:KEHHOH Yrpo3e — IEPCOHANIBHBIC [JaHHBIE
PaOOTHHUKOB ¥ OOYJAFOIITHUXCSI.

Hapymaembie cBolicTBa 0€30MaCHOCTH AKTHBOB — JJOCTOBEPHOCTb, LIEJIOCTHOCTb.

Bo3mo:kHble mocjeacTBUS peaju3allid Yrpo3bl — paccorjiacoOBaHHE B MEPCOHAIBHBIX
TaHHBIX PaOOTHUKOB M oOyudaembiX, XpaHumbiXx B B[ AWC, uto, B cBOIO o4epenb, IPUBEIET K
BO3MOKHOMY HAaHECEHHS] MOPAJbLHOTO W/WIM MaTepuajbHOrO Yyiepda o0pa3oBaTeIbHOMY
YUPEXKIECHUIO.

4.1.5. OcymectBieHue JocTyna (03HAKOMJIEHUS]) C MEPCOHAIBHBIMH  JAHHBIMU
oOydJaromerocs, XpaHuMbIMH U oOpabareiBaembiMu B AMC, 06e3 corjacusi cyObekTa
MEePCOHANBHBIX TAHHBIX WM OKOHYAHUS CPOKa JACUCTBUS TAKOTO COTJIACHSI.

Hcrounnku yrpo3sl — VIOJHOMOYEHHBIE Ha JOCTYNl K TEPCOHAJIBHBIM JTAHHBIM
BHYTPEHHHE U BHEIIHUE TIOJIb30BATEIIH.



Cnoco0 (Meroa) peanm3anMu Yrpo3bl — OCYILECTBIEHHE JOCTYNa K IEPCOHAIbHBIM
TAHHBIM O0YYaroIUXCs ¢ UCMOJIb30BAaHUEM IITATHBIX CPEACTB, MPEIOCTABISIEMbIX TPOIPAMMHO-
anmapatHeiM oOecrnieuennem AVC.

Hcnonb3yemblie ya3BUMOCTH — HEJJOCTaTKA MEXAHU3MOB 3aIIMUTHI IEPCOHAIBHBIX JAHHBIX
00y4Jaromerocsi, CBsi3aHHbIE C BO3MOXKHOCTBIO JIOCTyNla K HUM 0€3 MUCHbMEHHOTO COTJIaCHs
CyOBEKTa ePCOHAIBHBIX JaHHBIX UJIM [TOCIE OKOHYaHMS CPOKA €ro JeHCTBUS.

Bun uHdopManuy, NOTEHUHAIBHO IOJABEP:KEHHOH Yrpo3e — IEPCOHANIBHBIC [JaHHBIE
oOydJaronmxcs.

Hapymaemble cBoiicTBa 6€301aCHOCTH — KOH(PHUICHIINATLHOCTb.

Bo3mo:kHbIe MOCAEACTBHA Peau3alui YIPpo3bl — HECAHKIIMOHUPOBAHHOE O3HAKOMIICHHE
C MCPCOHAJIBHBIMU JAaHHBIMU BCACT K HAHCCCHUIO MOPAJIBHOI'O H/UIn MaTCpHraJIbHOTO ymep6a
o0yyaromemMycs U3-3a HECAaHKIIMOHUPOBAHHOTO PAaCKPBITHsI KOH(GHUASHINAILHOW HHPOPMaLUH.

4.1.6. Buenpenue B MH(GOPMAITMOHHYIO CUCTEMY 00pa30BaTEIbHOTIO YUPEXKICHHUS BUPYCOB U
Apyroro BPEIOHOCHOIO MPOTrPaMMHOIO OOECIEeUYeHHUsT IMpH B3aUMOJAEHCTBUM C BHELIIHHUMHU
CHCTEMaMM, a TaKKe II0JIb30BaTeNsIMH C HoOcuTelneld HH(pOpMaIMM, HCIOIb3YeMbIX Ha
aBTOMaTU3UPOBAHHBIX PabOUYMX MecTax.

HcTouyHnku yrpo3bl — BHYTPEHHHE IIOJIb30BaTeNld M TEpPCOHAN 00pa3oBaTEIbHOTO
YUPEKICHUS, BHEITHUE CUCTEMBI.

Cnoco0 (Meroa) peaju3anMu Yrposbl — BHEAPEHHE BUPYCOB M APYroro BPEIOHOCHOIO
MPOTPaMMHOTO 00€CTICUCHHS TTPU B3aMMOJICHCTBUH C BHEITHUMU cucTeMaMu ((aitioBbrit 0OMeH,
3JIEKTPOHHAS TIOYTA | T.II.), @ TAKXKE IPU UCIIOIB30BAaHUM ChEMHBIX HOCHUTENEeH MH(pOpMaIuy Ha
aBTOMaTU3UPOBAHHBIX PabOUYMX MecTax.

Hcnoab3yemble ySI3BUMOCTH — HEIOCTAaTKM MEXAaHU3MOB 3alUThl WH(GOPMAIMOHHON
cucTeMbl 00Pa30BaTEILHOIO YUYPEXKIEHUS OT BHEIPEHUS BUPYCOB M JPYroro BPEeIOHOCHOIO
IPOrPaMMHOTO O0ECIIeUeHHs, CBSI3aHHBIE C BO3MOXKHOCTBIO BHEJIPEHHUS BUPYCOB U IPYroro
BPEIOHOCHOT'O MPOTrPaMMHOI0 00ECTIEUEHHU .

Bua nndopmanum, noTeHUMAJLHO MOABEPKEHHOHN Yrpo3e — porpaMMHoOe obecrieueHne
WH(POPMAITMOHHON CUCTEMBI 00Pa30BaTEIIHFHOTO YUPEIKICHHUS.

Hapymaemoe cBoiicTBO 0€30IaCHOCTH AKTUBOB — 1I€JIOCTHOCTD.

Bo3MoskHbIe  MOCJAEACTBHS  peaju3allMM  Yrpo3bl —  HapylleHHE  pEeXHUMOB
(GyHKIMOHUPOBAaHUST HH(GOPMAIIMOHHONH CHUCTEMbl O00pa30BaTEILHOTO YUYPEXKIEHHs, MOTeps
(yTpata) W uCKakeHHME WH(OpMalUM, CHIKCHHE YPOBHS 3alIUIICHHOCTH WH(OPMAIMOHHOU
CHCTEMBl 00pa30BaTENBHOTO YyupexaeHus. Bemer K BO3MOXXHOMY MaTepHajJbHOMY yIIEpOy
00pa3oBaTeIbHOMY YUPEKICHHIO.

4.1.7. OcymecTBlieHHe HECAHKIIMOHUPOBAHHBIX  HMH(POPMAIMOHHBIX  BO3ACHUCTBUU
(Momudukanus KOHPUTYypalMOHHBIX JAQHHBIX IPOTPAMMHO-AINIAPATHBIX CPEACTB, MOA00p
ayTeHTH(UKAITMOHHONW MH(OpMaNUu # T.1.) HA UHOOPMAIMOHHYIO CUCTEMY 00pa30BaTEIHLHOTO
YUPCIKACHUS, OCYIICCTBIIACMbBIX U3 BHCIITHUX CUCTCM.

Hcrouynnku yrpo3bl — BHEITHHE 3JI0YMBIIIIJIEHHUKY, BHEIIIHAE CUCTEMBI.

Cnocod (Meroa) peanu3auMu Yrpo3bl — HECaHKLIMOHHPOBAaHHBIE WH(POPMALMOHHbIE
BO3JCHCTBUS C  HUCIHOJB30BAaHUEM  CIEUUAIM3UPOBAHHOTO  MPOrPaMMHO-ANIAPaTHOTO
obecrnieveHusl.

Hcnonb3yemble ySI3BMMOCTH — HEJOCTAaTKM MEXAaHHU3MOB 3alllUThl HH(OPMaLMOHHON
CHUCTEMbI 06pasoBaTeanoro YUPCKACHUA OT HCCAHKITMOHUPOBAHHBIX BHCIIHUX BO3HCﬁCTBHﬁ.

Bun undopmannu, noTeHUMAIBLHO MOABEPKEHHON Yrpo3e — IMporpaMMHO-anmnapaTHOE
obecnieueHre HHGHOPMAITMOHHON CUCTEMBI 00Pa30BATEILHOTO YUPEKICHHUS.

Hapymaemble cBoiicTBa 6€30N1aACHOCTH AKTUBOB — KOH(PHUICHITUATBHOCTb, IIETOCTHOCTD.



Bo3mokHbIe  mOCTIeACTBMS  peajuM3allid  YIpo3bl —  HApylIEHUE  pEeXHUMOB
(GyHKIIMOHMPOBaHUS MH(DOPMALIMOHHOM CHUCTEMBI 00Pa30BATENBLHOTO YUYPEKACHUS, CHIDKEHHE
YPOBHSI 3aIlIMIICHHOCTH WH(OPMAIIMOHHON CHUCTEMBI 00pa30BaTeIbHOIO yupexaeHus. Bexer k
BO3MOXHOMY MaTepHallbHOMY yiiepOy 00pa3oBaTeIbHOMY YUPEKICHHUIO.

4.2. loauTuka n neaun oesonacuoctu ajaa AUC

AUNC pnomxHa o0ecrieuuTh CIeI0BaHNEe MPUBEICHHBIM HIKE TTpaBUjIaM 0€301acCHOCTH:

1. JomxHa ObITh OOeclieyeHa perucTpanus W ydeT TOJydeHHus (BKIoYas ykKa3zaHHE CpoKa
JNEUCTBUSI)  COTJIacus oOydvaromerocss Ha 00pabOOTKy TIPEJIOCTaBIEHHBIX WM B
o0pa3oBaTeNnbHOE YUPEKICHNE CBOMX NIEPCOHAIBHBIX JTaHHBIX.

2. JlomkHa OBITH OOECliedeHa BO3MOXKHOCTh HAJICKHOTO XPAHEHHs IMEPCOHATBHBIX JTaHHBIX
paboOTHUKOB M oOy4arommxcs (B TeueHWE [EHCTBUS CpOKa TpPYAOBOTO JOroBOpa U
paspernieHus Ha 00pabOTKy MePCOHATBHBIX JAHHBIX COOTBETCTBEHHO).

3. JlomxkHa OBITH 0OecIeueHa BO3MOXKHOCTE Oe3onacHoro BocctanoBienus:t AVC mocite cOoeB u
OTKa30B MPOTPAMMHOT0 00eCTICUeHHsI 1 000pYIOBaHUSI.

4. JlomxHa ObITH OOecriedeHa 3aluTa WH(GOpPMAIMM, COCTABISAIOLICH MEepCOHAIbHBIE JaHHbIE
pabOTHHKOB W  oOydJarommxcs, TMpu ee o0paboTKe, XpaHEHWH U  Tepenaye
CTEeLUATU3UPOBAHHBIMU CPEICTBAMH 3aILUTHI.

5. JlomxHO OBITh obecrieueHo HAJIN4He HaJJIeKAINX, 3aIUIIEHHBIX oT
HecaHKL[I/IOHI/IpOBaHHOI‘O HUCIIOJIBb30BaHUsd, MCXAaHU3MOB peFI/ICTpaLII/II/I nu Hpe,uynpexcﬂeHI/I;I
agmuaucTpaTopa AUC 0 mro0bIX cCOOBITHSAX, OTHOCATIUXCS K Oe3onmacHocTH AVC.

6. JomwkHO OBITh OOECIEYeHO HAJMYME HAUICKAIMX U KOPPEKTHO (DYHKIIMOHHUPYIOIIUX
CPEICTB aIMUHUCTPUPOBAHUS 0€30MacHOCTH HH(POPMAIIMOHHON CHCTEMBI 00pa30BaTEILHOTO
YUPEKACHUS, TOCTYIHBIX TOJIBKO YITOJIHOMOYEHHBIM aIMUHUCTPATOPaM.

7. JlomkHBI OBITH TPEAOCTABICHBl MEXaHW3Mbl ayTeHTHU(UKAIMH, OO0CCIeYHBAIONINE
aJICKBaTHYIO 3aIlUTy OT TMPSAMOTO0 WU YMBIIUICHHOTO HApYyIIeHUS OE30MacHOCTH
HapyIIUTEISIMA ¢ HU3KUM MOTEHITMAJIOM Hara eHHS.

8. JlomxkHbl OBITH oOOecreueHbl MEXaHHW3Mbl TEHEpaluH, HaIJIekKAIIero W 3allUIeHHOTrO
pacripesieleHus, yHUYTOKEHUS KIIF04eBOH MHPOPMALIK, a TAK)KE MEXaHU3MBbI IU(POBAHUS,
u  (GOpMHUpPOBaHUS HIIEKTPOHHONH IMPpoBON moAanHCcH. JlaHHBIE MeXaHU3MBbl JOJDKHBI
(YHKIIMOHMPOBATH B COOTBETCTBHHU € CEPTU(PULUPOBAHHBIMU AJTOPUTMAMH.

4.3. IToruTuka 1 wean 6e3onacHocTH 1A cpeabl pyHkuuonuposanus ANC

Cpena dyuknmonupoBanusi AUC nomkHa o0ecreunTsh CleOBaHUE MPUBEICHHBIM HIKE
npaBujiaM 0€30MacHOCTH:

1. JomxHa ObITh 0OecrieueHa HHKEHEPHO-TEXHUYECKasl YKPEIUIEHHOCTh 00BEKTOB Pa3MELCHHS
CUCTEMBI 00pabOTKHM, XpaHEHUs W Tiepenadyd WH(OpMaIMu, coaepKalied CBEJACHHS O
NEPCOHATBHBIX JAHHBIX.



OOBEeKTHl pa3MEUIeHUsT CHCTEMBbl OOpab0OTKM, XpaHEHHs W Tepeaayn HHGOpMAaIUH,
coJiepKalleil CBElIEHUs! O MEPCOHAIBHBIX AAHHBIX, JOJKHBI ObITh 00OPYAOBaHBI CHUCTEMOM
OXpPAaHHOW CUTHAIU3ALUU.

JlomkHa OBITh UCKIIIOYEHA BO3MOKHOCTh HECAHKIIMOHHPOBAHHOTO (PU3UYECKOrO JOCTYIa K
MPOrpPaMMHO-AMIAPATHBIM ~ JJIEMEHTaM CHCTEMBI OO0pa0OTKH, XpaHEHHs U TIepenadu
nH(popMaLnH, coaepxKalleld CBeACHHs O MEPCOHATBHBIX JAaHHBIX, CO CTOPOHBI MOCTOPOHHUX
T

Ha oObekTax cuctembl 00paOOTKM, XpaHEHHS W Tepenadyd WHOOpMaIuu, cojaepikaliei
CBCACHUA O NCPCOHAJIIBHBIX HAaHHBIX, HOJIZKHO 6BITB OGGCHQ‘IGHO HaIn4yue W HaAJICKaIICC
UCIIOJIb30BaHUE CPENICTB AHTUBHUPYCHOW 3aIIMTHI, CEPTH(PHIIMPOBAHHBIX IO TPeOOBAHUSIM
6e3onmacHocTH. J{0MKHO OBITH 00ECTIEYeHO perylsipHOe OOHOBJICHNE aHTUBUPYCHBIX 0a3.

OOBEKTHI cUCTEMBI 00PAa0OTKH, XpaHEHHS U Tepeaadyn HHGOPMAITH, COIepKAIIeH CBEACHUS
O MEPCOHAJIBHBIX JAHHBIX, TOJHKHO OBITh MOAKIIOYEHBI K BHEITHUM BBIYUCIUTEIBHBIM CETSIM
o0IIero TOJB30BaHUS C  HCIOJNB30BAaHHEM  HAJICKAIIUX  CPEICTB  MEKCETEBOTO
SKPAHUPOBAHUS, CEPTUDHUIIMPOBAHHBIX 110 TPEOOBAHUAM OE30MACHOCTH.

Ha oObekTax cuctembl 00paOOTKHM, XpaHEHHS W Tiepenadyd WHOOpMaIuu, coaepiKaliei
CBCACHUA O ICPCOHAIBHBIX IHAHHBIX, HOJIZKHO GBITB O6CCHGLICHO OTCYTCTBUC HCIITATHBIX
MPOTPAaMMHBIX CpPEACTB, HE HMEIONIMX OTHOIICHHWE K Tporeccy (YHKIHOHHPOBAHUS
00pa30BaTENLHOTO YUPEKACHUSI.

JIOIDKHBI OBITH OOECIIEYeHBI yCTAaHOBKA, KOH(PUTYPUPOBAHWE W YIPABICHHWE MPOTPAMMHO-
anmapatHeiMu cpeacTBamu AVIC B COOTBETCTBUU ¢ PYKOBOJCTBAMU U COTJIACHO OLIEHEHHBIM
KOH(PUTYpAITHSIM.

[lepconan, oTBeTCTBEHHBIN 32 aaMuHUCTpupoBanue AVC, nomxeH ObITh 01aroHaAeKHBIM U
KOMIIETEHTHBIM, M PYKOBOJICTBOBaTbCS B CBOEH JEATENBHOCTH COOTBETCTBYIOLIECH
JOKyMEHTAUEH.

YnonHomoueHHnsle Ha padotry ¢ AMWC omepartopsl MOKHBI OBITH OJaroHaaeKHBIMH,
PYKOBOJICTBOBATHCSI B CBOEH paboTe HKCIUTyaTallMOHHOW aokymeHTamueid Ha ANC, a ux
COBMECTHBIE JIEHCTBHS JTOJDKHBI ObITh HalpaBJIEHbl HCKIKOYUTEIBHO Ha BBINOJHEHHE CBOMX
(GYHKIMOHATBHBIX 00S3aHHOCTEH.



